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(School of Computer Science and Engineering , Nanjing University of Science and Technology , Nanjing , Jiangsu 210094 , China )

Abstract: In cloud storage environment, client-side data deduplication can detect duplicated files at local, so as to
save storage space and network bandwidth effectively. However, client-side deduplication still faces many security challen-
ges. Firstly, since the file hash value is regarded as the evidence of duplication detection, the attacker is likely to obtain a
whole file via a hash of the file. Secondly,to ensure the privacy of data,convergent encryption has been widely used in data
deduplication technology,but the data itself is predictable,so that convergent encryption still inevitably suffered from vio-
lence dictionary attacks. To solve problems mentioned above, this paper uses blind signature to construct a secure key genera-
tion protocol, by introducing a key server to achieve the secondary encryption of keys, which efficiently prevents violence
dictionary attacks. Furthermore, we propose a Proof of Ownership method based on block key signature. It can effectively
prevent the attacker from obtaining the file through a single hash value and can realize the file-level and block-level dedupli-
cation of the encrypted file simultaneously. Meanwhile, the security analysis shows that our scheme can be proved to be se-
cure in the random oracle model and can meet the security properties such as convergence key security,tag consistency and
anti-violence dictionary attacks. In addition,compared with the existing schemes,the experimental results show that the com-
putational overhead of our scheme is relatively small in terms of file upload and file deduplication.
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=aP RIGHENLERE te Z,,% Q =tP. ZJ5iR I {q,G,,
Gy,e, P QP ETT A je {1, q, | EPEA L
P51

h-hash ) [R] : HECT A SRR H m, 1) h-hash ][]
WAk i), B LS te Z,,% h(m,) =tP =h,, 1%
W, B Lk te Z,,% h(m,) =tbP =h,, F{H% (m, ,h,,
) A h-list Z .

Key-extract ][] : 4 F A B m, 1) Key-ex-
tract 1] [A]Bf. B 44 BER 7R A9 J7 UHEA 7 00 Y

(1) BB i 47, B 74 helist gedt (m, by 1) S
k;, =taP.

(2) 7500, B 4R -2 11 i XK.

TagGen #[0] : 47T A (m,, M) 1) TagGen ifj [1]
i, B R By AT

(1) BAZXS m, ;& BAEFN R h-list . 25 7E Hrp , B ik
[l (m, b,y t) 850, B A m, 1) h-hash i [7].

(2) a2k i =, B fE4aIFL 1R R, BN B 115 58
Yem %4 R=H (M), C, =Enc(k,m,),c, =
HKCJJP%&zR't°ﬂW+R'Cf(l%ﬁt%(m,
M,C,,8,) INA%|F Tag-list H.

(3) ¥ (m,,C,.8,) RETFLT A.

Output: g A & T th — M hE&EH (m™,C7,
8" ) BT A Jw AR R 2 ELA 0 2 2 BR ) A A

(1) (m”™ ,M") A AE TagGen i [a] h gl 8 i) 3 ;

(2)m” =m;

(3)(m",C" 8" )@BRT m" W—PHUES.

WR(m™,C" 87 ) R— AN, AT LIS
BT Fe(8",P) =e(R P, )e(Q,R"P)",
HP R =H (M"),c” =H (C" ), NTTFATAT LA
abP = (1/tR") (8" = QR ¢" ). XL EWE T T A e
DAANT] 206 AR & SR fift ke CDH [a) /8, 3X 5 CDH ik
FAZPJE. LA, BT A AREDhiE — Gk B s 4.

6.2 ZERMSH

() WSCE 1 % bk AE 3 PIE R P
JelE AL r e Z, AE 0 BRI 0 80 Bt
TEEE R ERIE o =h(m) +1 - P RIS
KS,KS x5 5 1 J i Wi S0 9 kA I . A B AL
T SECESI IR AR F AR, T R - ) SR LA L
S I H r e Z, REBEPLTEEUAY, B LA BCE 3 (B 202
KS) RIFARAT 1 A2 H A B o i — 65 5L, AN RESE & 1
W S B A A e .

(2) Bl L - AR AR SO 58 o, B 2 DU e
AFAEAE CSP. ph T K He iy in 7 6 491 A P g 2
J, ELI s S B i s 1 R e i W S5 1N KS Y
FAEH 5 ) SO B 22 A M S 15 A U4 B, i LA
Tt A ARME A RS ik 1 B Bk iy i 4 4 B, i A
] REARIBUEE W SCfE B

(3) b — S FRATTHE T 30 10 8 30 A SCF A
BT CHRP BT, MR —PERESC C(1<i<n) ),
MR 55 AR BEAE P SO (4 SCIF AR 28 A0 SORBRAE T, =
H (C [ Cy |l == || C,) R A5 AT, AT AT 2503t 51 Bl FH
AR SR A — B S B DR B R A8 1) — B

(4) 48— Bk S N CSP R B 8
AEAS A T 2 2 SO F 5 BT 9 1 SR AR 28 Bk T
=H,(C, || Cy || = || C,) RAIKAL, LLE S CSP BB 3L
1, I ORI TR S P — Zp.

(5) P Iy 7 BBty A SCT7 58 B e iy o
WHIR I E 240 1007 16 WSO 1 BEAT U i
Tty 4 AN T RE - 10 OSSO B R RO B B I B
Bl T P KS BRAET, T KS i AP 2 B
HLBEIBCAY , JIr AN ) 38 SCA7AE SR 9 JE SR IR . S ke
T 3B AR 8 SR A% T M e py e R v B ugE
DASE I WA SC , AT REAT 7 3t U977 4% ) 7 L G

Y SERE B AR SO SR A JE A, AT 3
BRL 16,17 | PO F2E 4 1 K7 R AT T X, B
PRI 1 PR, WP FRATAT LA Y, AR S0 S RE RS 5

R 2L )m k.
F1 t5ReEMEXLE
Features BL-MLE[!'®! | pospt!”! Our scheme
A BGIEH] Y Y Y
SR TE Y Y Y
gk Y Y Y
B pLaE v Y N Y
WSR2 e N N Y
bR — Btk N N Y
HE 8k N N Y
P ) 7 ek N N Y
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7 HERESHR
7.1 HWWMRINE

FEPIA RO L AR v, CSP RfAL & 3% o PPk 4
FP P G 3K ¢ A B 3R A R R (E K G 4
CSP. X JLH AT REAF7E — LERARIR (B sl = %) 19 Kdls
B A W 0 2, I AR AT 7 20 45 1 Y Bk AR K
e, AT B TG Fi 2 258,

B P A FRAtL A CSP B AE AR B9 S S M
0 AL n AR BB B DR E 2
AR AEPNA BGIEW 9 1 7, CSP BEHL A 3% ¢ >3k
MR, X WA I B IR R ) B, P D — R
RYAGME AR, Py =PIX=1] = 1 -P{X =0} =1

_n—t.n—t—l L _n—t—c+l
n n-1 n-c+1°
j:’n—tfl>n—t—'L—l’ﬁ)ﬂ/\ll_(rz—t)(.spxS
n-1i n-1-1 n ’
n—-t—c+1

1-( Y LEIP, =1 (1 -1
n

n-c+1
W r=nx1% ,P,=1-0.99° 4 ¢=460 i}, P, =
1-0.99°=1-0.99* ~0.99. X5 & bk & FEFLIR K (&
B ER) N 1% W OLT 25 P AR B 3 460 , 45 I
BRI AR 2205 K T 99 % . Ay B i by o B A B 3
PRERE R AT 45 0 T AERUIR N 1% 5% Fi
10% W& O T KD 2 2R Py FE PR AR HR AR ¢ 128 1 1
O, BRI S s, NI FRATTRT LUE Y, PRAR S B0
2 KGN 2 S5 A R R TE TR IR 3l 5% T 10% 1Y
TEOLT , 2R 5 99 % WA Bl 2y 28, 43 ] 2 /05 EE Pk i
POk 90,22, A, 45 I 38 8K A B, BT 75 Bk AR 1

1

0.9F

08¢ BEI%
07k IR S%
' I HE10%
Q; 0.6F
= 050
=
£ 04t
03}

0 100 400 500

260 360
PRk S
K5 P e s

7.2 MEREITAY
FRATIEIC T [F)AE 2 T %5 44 B SCHK [ 16,17 ] 75 28
ARICTT GHEATR Lo AT, AEBAT I PERE Al b, A S

TSI E SIS 22 T A 7 TR 4 BT £
TR B B, AR SO RO S 2 R T
BlockVerify B2k FU b J% 51— A (] 3L 1 Mo 45 4 %6 T 30 3
SR IR, O A % 78 M, A% SCSCHEAR 85 De-
crypt B3 15 SCHRL 1617798 20 R £ 5 1 S B A
L, FURSE T VR BAT 22 ), 7 LA SC B AT XA
B AT RT LA
7.2.1 BIEFFHHE

RO 52 7 07 %8 v 5 B A 76 BUAR R AR I A%
SO 22T, 26300 b AE RE R e, JH P 0 1 A S0 P
BT HbRAS 7 B K o B0 C, RIBHIINE X C,
[t AL SO TF RS 2 1) +2(n +1) 161 +
nlwl s AESCHE ST A b FH P CSP 7 B2 A BBk R
£ chal Fl— AN AR P, 1T 52 A0 AT BGED]
SR TS TR clid] + clgl + 161 o n
MR BB m A B KB, ¢ BB HR 1id
EEIRHBRRI N, | G 6, e IR, ITIR
G, HITEE AN, 1g| 1 Z, RN, o) R
Y0 C,

T2 BIEFHITL

BL-MLE!'®] POSD!17 Our scheme

SO fs (n+1)1Gl + 3nlql + nlGl 2lgl +(2n+1)

nlTl + nlwl + nlwl IGl + nlwl
o clidl + clgql clidl + clidl + clgql
X 1
+ 161 (c+m)lql + 1GI

2 4G TR E 516,17 ] )7 i 1F
FEEERT b, AR 2 FTDLE Y, SO AR A5 R4 5 A
PO n AFTESME G AR i SO 2K 2 30 15 TF B 5 Pk ik
e FATEL MR R,

7.2.2 HEFH

B AR B AL SO M e e ST O i n A
P 08 5 — A0 o m A XL TR AT PR AUIE B
if, CSP FEHLIE R ki ¢ e Hrn> >smom=1,c=
LA TR 2 7 2 00T HE IR, 38 3 45t 1 il Sy

A Y A
£3 BELBENTSREE
e iR
Hash,, A5 m AT hash 5 FEBUEE] G, BRAY—A (i
Hash,, A4 B m AT hash A FEMUE] 2, BAG— M
Mulg, .y | 4 Gy IR MR Z, A R
Mulg, ., ¥ G, SRIPA T R
Ml ., ¥4 Z, S PA- L T R
Bxpgy.z, | Gy BRI Z, BUGEA SRR SRR, 21 R
Exps, .7, Z, W 53 N KRS B, AT 32 0
Pair AT e(u0) RYEMEE, I u,g € G,




2870 W T

¥ W 2017 4

RAGH TAC R E3C16,17 ] 5 TR
JFRT HUAE B FAT o0 5 SO b AR RS 25 P 5
T, Geit T AR T BT SE0T B. (RS R 2 (230

KM R, SCHRT 17 177 58 0 1 43 U B2 36
AR A TG TSRS Wi D AE, 15 CSP 35 2 AT K
R 1IE 5 5SS

®4 HEFHITLL

BL-MLE!'®]
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X ZnEpoq*Zq+2(n+m—1)Muqu*Zq

Hss 41 B ”((m*'l)EXPcl*Zq +mMulg, ¢, )

+ nHashGl +Expg, . 7, * nMulGl 6

2nMulG] ez, ¥ Hashzq

& | sk g4 8659F | n(3Pair + Mulg, , ¢, +mExpg, , Z’]) n(2Pair + Hashg, + Expg, a7, ¥ Mullq *Z(,) n(3Pair + Mulg , ¢, +Expg, . 7, * Hashzq)

e i 1 Bk ik c[ (m+2)ExpCl “7, +mMulCl 6 ] m(c —I)Mulzq*zq C(ZMHICI 12, +M1ﬂzq*zq) +HﬂSth
1
. . (2¢+1)Expg, ., +(m+2)Exp, ,,
& it ¢Expg, .z, + (c=1)Mulg ¢, nty farta cMulg, ,
A Pk ! +(m+c)Muly ,; +2Pair + (2¢ =1)Mulg, . ¢, a

7.3 EIGHER
N T BARIEAG 7 S Pk BE, FRAT6E T IPBC %
6 BEI R/IN Ay 159bit Rl A BE Ry 6 Rt &, 2
HIXTASC )y SN SCHR [ 16,17 ] J7 R vp i Sk ik A7 1 58
PR, A 14 8 1 #3217 7E Intel Core i7 — 2600 CPU @
3.4GHz, NA1f- N 4GB, f# %4 850GB (1) EHL L.
F5 BEFHERLL

BL-MLE!®! POSD!!7! Our scheme
SO AL (Kb) | 75536. 313 78036 75536. 625
A (Kb) 94. 648 95. 898 94. 648

LR H, ATRE G,,G, FIURP KN R
320b, Bl Gl =320b, I T :320b,Z,, FIOL R RN N
160b, Bl ¢! =160b , Z#iH iR K/ lid | =50b, £ —~
AR size = 4Kb , T AT B A — 4% SCH K/
.28 4Kb, Bl lw | =4Kb, BB S 0 B X2 m = 10,
BRI T " 1E B R 3R 1% W5 BT, CSP %
P 460 PNECE I, HEAE L 99% L1 b 1) 4% 6 ) L 4k 45
W EE S, IR AT B ¢ =460, I LI 64Mb (1) 314
KRB, Gevt T HEAF I B SL B 45 -, n sk 5 iy
. NS FRATAT DA A SO R ASCk [ 16,17 ] J7
R AE TR A 22 A K. 8 S0 BB A v, 3R AT
2 BL-MLE'" £77 0. 312Kb, X2 FAX R A T
fRRAR S — EE R 8, 3 T — AN IAR A T, T
HAAS T 64Mb SC{F 1 5, 0 0. 312Kb S JE 4 /N
TERT 2 E N, 76 SO R R v, A SO 8RS
BRL16 ] R/, BT R T L Pk S & chal 1
i AR P 13X .

VAT I, T A SO BRHE % 4 617
O DA e R, AT E st T R — A
e B 0 A SR ] F 85 AR 0. 078 b, I Bl 5 B i)

S, B AR B ALK S LR AR A (AR 28
AT U LAAE B B3 E) N [ A SO L
FERSCHF LA T HAR /N 618 7 735 45 th T AT
Jr G P AE 4 LR IR [] 1 B 48 44 36 Ik 1 (1] f) XoF LE
DU NPEIRT AT H 26 474 Ar i N [ TR 265 47 36 I 1)
P ST IR /N8 oo 3. 3 2 AL S Bt SCAE DR /0N Y
SE I, TS B/ NAN AR TR 7 A R D A BORE
COBORZ | T BUOIAR S TP A 24 1T Ok B
Z. NEL6 [ 7 M3k 4 i FATRTRUA H BL-MLE J5 %
HR R BRAE 2 AR SIS () | DR A% 4% B8R I (] L e SO B A%
SAF TR H R, & A BL-MLE J5 5875 23847 K& T
BRI e iz B0 AR M b 3z . AR ST S i []
R0y, 3 R O AR S5 800 B SO0 A IRl
A B R e X I BT A R A 44 Y i A
R G T — ST R RO ) R
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ik 4y st TR A 3 2% PRk POSD 7 B350 K 2 A il B 1
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) ¢ NRINEES IRIG RS RS P, JE1T ELEE R AT
T E 10 0] LU HY AR S 48 SO 25 T i ) R4 4K
SRIR/N

IH2 I s AP b 3 SCBUAIR I % P i 2 2 T 7 8 2871
3500
—a— BL-MLE!®
3000 —A— POSD!
—— Our Scheme
© 2500}
%
£= 2000}
&
&0
1500}
g
1000
500
0 2 4 8 16 32 o4
S R/NMB

7 BRI T LY

350 120 - 350
—=BL-MLE! —=BL— [16]
300 +BL7M%E[”’] 100 —a—POSD!!7 » 300 +§IGSJI\)/I[%]E
@ ——POSD! @ —e—Our Scheme =
=250 —e—Our Scheme E g0 = 250 —*~Our Scheme
= = e
2200 2w Z 200
=150 = E 150
= =
=100 = 40 £ 100
E & X
50 20 50
0 - S G S — 0 0
100 200 300 400 500 6’00 700 800 900 1000 100 200 300 400 500 600 700 800 900 1000 100200 300 400 500 600 700 800 900 1000
HehlShe/ Ptk et PR A e/
[&18 i 17 Bk ik (R A TR H &9 B UEHk AL A s DA L FE110 S 2 J 1 S )X E
381. (in Chinese)
8 LEin
ZaTE

AAEIE %4 W IR T — A% A 30
%Hé)ﬂiﬁ}i}(,%ﬂTXﬂﬁcﬁiﬁ‘%ﬂ 8 U, AR
T SN 22 4, RE % AT RO TR B 22 0 7 S ek R )
S, AT — 2P T — R T 2 A
BGIERI 73 , RE A 203t BBy Bt 5 36 5 B — H) e
{ER BRI, I H & BE S [R] I 52 BEXT 3 SCRO 1 3C
PRI LT R, 22 4200 A R WA S5 RAE KL
TS BR R Al UEW] 22 42 Y, BERS W L I BICE B A
P& — PR RIS ) 7 ML G 2 B 2 e Jm k. A,
AT M, SR 45 R R WA SO S A S AR
FOSCA25 7 T TS TT B A X DN

[1] Gantz J,Reinsel D. The Digital Universe in 2020 ; Big Da-
ta, Bigger Digital Shadows, Biggest Growth in the Far
East, Dec. 2012 [ DB/OL |. http://www. emc. com/col-
latera/ analystreports/idc-the-digital-universe-in-2020. pdf,
2016.5.

(2] ATREIE, M, IRH 55 R 2T LR T]. B
T4 ,2013,41(2) ;371 -381.

Yu NH,Hao Z,Xu JJ, et al. Review of cloud computing se-
curity [ J]. Acta Electronica Sinica,2013,41(2):371 -

[3] Rede, ki, 2 e, 5. = 05 b B 2 e s FLF
FEEELT]. B{E2#4R,2016,37(11) ;1 -12
Xiong JB, Zhang YY,Li FH, et al. Research progress on
secure data deduplication in cloud[J]. Journal on Commu-
nications ,2016,37(11) ;1 — 12 (in Chinese)
[4] AP T o, RE, 5. =02 8 BE B AL =4
b BA AR B AT 7 £ LI ] TS 5
& & ,2015,52(10) ;2353 —2362.
Fu AM,Qin NY, Song JY, et al. Privacy-preserving public
auditing for multiple managers shared data in the cloud
[J]. Journal of Computer Research and Development,
2015,52(10) ;2353 = 2562 (in Chinese)
[5] Halevi S,Harnik D,Pinkas B,et al. Proofs of ownership in
remote storage systems[ A ]. Proceedings of the 18th ACM
Conference on Computer and Communications Security
[C]. Chicago, Illinois, USA. NewYorK: ACM, 2011. 491
-500.
Blasco J, Di Pietro R, Orfila A, et al. A tunable proof of

—
o)}
[

ownership scheme for deduplication using bloom filters
[ A].2014 IEEE Conference on Communications and Net-
work Security (CNS) [ C]. San Francisco, CA, USA.
USA;IEEE,2014. 481 —489.

[7] Douceur JR,Adya A,Bolosky WJ,et al. Reclaiming space
from duplicate files in a serverless distributed file system



2872 W

Eihd 2017 4

[ A]. Proceedings of the 22nd International Conference on
Distributed Computing Systems [ C ]. Vienna, Austria.
USA:IEEE,2002. 617 —624.

[8] Bellare M, Keelveedhi S, Ristenpart T. Message-locked en-
cryption and secure deduplication[ A |. Annual international
conference on the theory and applications of cryptographic
techniques [ C ]. Springer, Berlin, Heidelberg, Germany;
ACM,2013.296 —312.

[9] Gonzalez-Manzano L, Orfila A. An efficient confidentiali-
ty-preserving proof of ownership for deduplication [ J ].
Journal of Network and Computer Applications,2015,50.
49 -59.

[10] LiJ,Chen XF,Li MQ,et al. Secure deduplication with ef-
ficient and reliable convergent key management[ J]. IEEE
Trans. on Parallel and Distributed Systems,2014,25(6) .
1615 - 1625.

[11] W, sk, 5 30, 2. 2 A7 A in 2 5 a2 = B3R e
ABGEMTT LT ] A BALOT I 5 & %, 2015,52 (1)
248 -258
Yang C,Zhang JW,Dong XW, et al. Proving method of
ownership of encrypted files in cloud de-duplication dele-
tion[ J]. Journal of Computer Research and Development,
2015,52(1) ;248 —258 (iin Chinese)

[12] Yan F,Tan YA,Zhang QX et al. An effective RAID data
layout for object-based de-duplication backup system[J].
Chinese Journal of Electronics,2016,25(5) :832 —840.

[13] Puzio P,Molva R,Onen M, et al. ClouDedup: secure de-
duplication with encrypted data for cloud storage [ A ].
IEEE 5th International Conference on Cloud Computing
Technology and Science ( CloudCom) [ C]. NewTork,
USA:IEEE,2013. 363 —370.

[14] Di Pietro R, Sorniotti A. Boosting efficiency and security
in proof of ownership for deduplication[ A ]. Proceedings
of the 7th ACM Symposium on Information, Computer
and Communications Security [ C ]. Seoul, Korea. New-
York:ACM,2012. 81 - 82.

[15] LiJ,Li YK,Chen XF,et al. A hybrid cloud approach for
secure authorized deduplication[ J]. IEEE Trans on Paral-
lel and Distributed Systems,2015,26(5) ;1206 - 1216.

[16] Chen RM,Mu Y, Yang GM, et al. BL-MLE; block-level
message-locked encryption for secure large file deduplica-
tion[ J]. IEEE Trans on Information Forensics and Securi-
ty,2015,10(12) ;2643 —2652.

[17] Zheng QJ,Xu SH . Secure and efficient proof of storage
with deduplication[ A ]. Proceedings of the second ACM
Conference on Data and Application Security and Privacy
[C].New York,NY,USA:ACM,2012.1 - 12.

[18]

[19]

[20]

1£&

EZIE, BLEUE, e — . Bt SRR R L E
TR A PEEDT [T ]. 3412, 2016,27(6) : 1417
- 1431.

Wang HY,Zhu LH,Li LJY. Group provable data posses-
sion with deduplication in cloud storage [ J]. Journal of
Software ,2016,27(6) :1417 —1431. (in Chinese)

Li J,Chen XF,Huang XY,et al. Secure distributed dedu-
plication systems with improved reliability [ J ]. IEEE
Trans on Computers,2015,64(12) :3569 —3579.
Stanford University. The Java Pairing Based Cryptography
(JPBC) Library Benchmark,2013 [ DB/OL ]. http://gas.
dia. unisa. it/projects/jpbc/ benchmark. html,2016. 2.

&g

FRRE 55,1981 45 J 4, 468 g
N B Tl 2R 5 0, BIF 9 7 ] O % i 2 5
[ 2822 4. E-mail ; fam _0522@ 163. com

-

-
P

S~
—

,o

-

Rl 55,1991 4F 8 H A, VL IRIE R
NS BT 100 B APl 2 4

HOHE A, 1987 4R 12 A, MR IG
N T YR BETE 07 1R 4

F Uh 1992 4E8 Al A, ILARH
NS W R 0 w2 A



